


statistical analysts."

Protocols developed in UaESMC follow the Sharemind model for SMC: a dedicated set of computing parties receive the
shares of inputs and execute protocols to produce shares of outputs. Parties interested in the result receive the output
shares. This model allows easy composition of large privacy-preserving applications from protocols for specific tasks.

"The UaESMC project has been funded under the FET Open High-Tech SME scheme, and is running for
42 months. It is executed by a consortium of four partners from three different countries (Estonia,
Sweden and Greece), coordinated by Cybernetica, an Estonian SME. Both the organizational and the
geographical qualities have been particularly helpful in picking the direction of the project and
achieving its results. The SME environment has made us to consider the practical applicability of our
results. In particular, Cybernetica has provided the project with the existing SMC platform Sharemind,
that we have used to experiment with our protocols. Estonia has provided us with a society that is
aware of security implications of information technologies and willing to try out novel methods for
ensuring the privacy of its constituents."

"The technologies developed in UaESMC will be used already in 2015 to learn about the trends in
society without breaching the privacy of individuals. By combining the data on academic success of
current and past ICT students with the amount of taxes they've payed through different employers,
we hope to learn where the ICT students find employment, how early they are being employed, and if
this affects their study success and future earning potential."

Try the UaESMC tool demo!

This application showcases the privacy-preserving analysis of confidential information using secure
computation technology. The tool shows how information can be securely collected from multiple
sources and analyzed so that nobody except for the data owner can see the individual values.
Cryptographic secure computation ensures that even the servers hosting the data do not have to see
it in order to compute statistical analysis results. See the video below for an explanation.

The UaESMC project has devised efficient privacy-preserving protocols for a wide variety
of computational tasks of realistic size.
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