The EU Cybersecurity Act
The Cybersecurity Act strengthens the EU Agency for cybersecurity (ENISA) and establishes a
cybersecurity certiﬁcation framework for products and services.
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A new mandate for ENISA
ENISA, the EU Agency for cybersecurity, is now stronger. The EU Cybersecurity Act grants a
permanent mandate to the agency, and gives it more resources and new tasks.
ENISA will have a key role in setting up and maintaining the European cybersecurity certiﬁcation
framework by preparing the technical ground for speciﬁc certiﬁcation schemes. It will be in charge
of informing the public on the certiﬁcation schemes and the issued certiﬁcates through a dedicated
website.
ENISA is mandated to increase operational cooperation at EU level, helping EU Member States who
wish to request it to handle their cybersecurity incidents, and supporting the coordination of the EU in
case of large-scale cross-border cyberattacks and crises.
This task builds on ENISA’s role as secretariat of the national Computer Security Incidents Response
Teams (CSIRTs) Network, established by the Directive on security of network and information systems
(NIS Directive).

A European cybersecurity certiﬁcation framework
The EU Cybersecurity Act introduces an EU-wide cybersecurity certiﬁcation framework for ICT
products, services and processes. Companies doing business in the EU will beneﬁt from having to
certify their ICT products, processes and services only once and see their certiﬁcates recognised
across the European Union.
More on the certiﬁcation framework
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Follow the latest progress and learn more about getting involved.

Follow the Commission's work on cybersecurity @CyberSec_EU

Latest News
PRESS RELEASE | 15 September 2022
New EU cybersecurity rules ensure more secure
hardware and software products

The Commission presented yesterday a proposal
for a new Cyber Resilience Act to protect
consumers and businesses from products with
inadequate security features.
DIGIBYTE | 20 June 2022
Team Europe - Winners of the 1st International

Cybersecurity Challenge

ENISA, the EU agency for Cybersecurity, has
organized for the ﬁrst time an International
Cybersecurity Challenge (ICC) for young cyber
players.
PRESS RELEASE | 08 June 2022
Executive Vice-President Vestager and VicePresident Schinas at the International
Cybersecurity Forum in Lille

Margrethe Vestager, Executive Vice-President for a
Europe Fit for the Digital Age, and Margaritis
Schinas, Vice-President responsible for the
Security Union are participating in the
International Cybersecurity Forum that is taking
place in Lille, France until tomorrow 9 June.
PRESS RELEASE | 16 May 2022
EU-US Trade and Technology Council:
strengthening our renewed partnership in
turbulent times

The EU and the US have reaﬃrmed their close
cooperation to address global trade and
technology challenges in line with their shared
commitment to democracy, freedom and human
rights.
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The European Union works on various fronts to promote cyber resilience, safeguarding our
communication and data and keeping online society and economy secure.
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EU Cyber Resilience Act

New EU cybersecurity rules ensure safer hardware and software.
European Cybersecurity Competence Network and Centre

The European Cybersecurity Network and Cybersecurity Competence Centre help the EU retain and
develop cybersecurity technological and industrial capacities.
Stakeholder Cybersecurity Certiﬁcation Group

The Stakeholder Cybersecurity Certiﬁcation Group was established to provide advice on strategic
issues regarding cybersecurity certiﬁcation.
The EU cybersecurity certiﬁcation framework

The EU cybersecurity certiﬁcation framework for ICT products enables the creation of tailored and
risk-based EU certiﬁcation schemes.
NIS Directive

The NIS Directive is the ﬁrst piece of EU-wide legislation on cybersecurity. It provides legal measures
to boost the overall level of cybersecurity in the EU.
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